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2.  THREE TYPES OF RELIABILITY MODELS 

 

2.1 Review of the Previous Lecture 

In the previous lecture, we discussed the significance of reliability in the design of 

electronic systems based on nano-scale devices. We discussed the equivalence between process 

variations (PV) and reliability and how the spatial (related to PV) and temporal (related to 

reliability) variations in parameters like drive current, leakage etc have reduced our design 

margins and thus have an effect on our design choices. A noteworthy difference between 

reliability effects and PV effects is that the former exhibits a time-order. We discussed the 

transistor (front end) and interconnect (back end) reliability issues, the effect of bond breaking 

on some of these phenomena and how different effects have become dominant over the years due 

to technological changes. 

  

In this chapter, we will discuss the historical perspective of reliability of general 

systems, the basic features of the reliability problem and various approaches and models that 

have developed over the years to predict the reliability of systems. We will start by discussing a 

few examples from everyday life to develop a general perspective on reliability. This will 

include brief history of approaches on reliability and discussions on some applications/systems 

that have been developed using such approaches. We will then, formally, define the 

approaches/models to predict reliability of systems and discuss the features and examples of 

each.  

2.2 Introduction 

Reliability of systems over a period of time is a factor of paramount importance since it 

governs their design and optimization and, in turn, their market value. Although this course deals 

with reliability of nano-scale transistors, reliability is, in fact, more general. It becomes important 

to understand various aspects of reliability from the point of view of different systems in order to 
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develop a perspective on the general nature of the reliability problem. Moreover, it is important 

to understand and appreciate various approaches that have been used for ages to design reliable 

systems. A general perspective on reliability can be useful in borrowing relevant concepts from 

already developed fields and use them to develop models and predict the reliability of nano-scale 

devices.  

2.3  Reliability: An Stochastic Process Terminated by a Threshold 

If we starch a rubber band too much, it breaks. A typical stress-strain relationship of 

such a system is shown in  Fig. Fig. 2.1. For stress less than the yield stress, the system remains 

in the elastic region (in which, strain is proportional to stress). When the stress is withdrawn, the 

system returns to its equilibrium point, because none of the bonds are permanently broken or 

reconfigured. However, if the stress becomes greater than the yield stress, the system goes into 

the plastic region and even after the stress is withdrawn, a residual strain persists in the system. 

Failure occurs when the stress reaches the ultimate stress of the system.  

From this discussion, we can make the following observations: First, failure occurs 

when it is far from equilibrium, implying that reliability problem is an extreme non-equilibrium 

process.  Second, there is a threshold associated with reliability of the system (in this discussion, 

threshold is the ultimate stress), after which the system fails to function. Third, the stress-strain 

remationship shown reflects an average over many measurements. For individual samples, the 

curves are slightly different, reflecting stochastic nature of defect formation. Understanding the 

 

Fig. 2.1    Stress-Strain Relationship  of a material. 
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statistical distribution of failure time associated with stochastic defect generation is an important 

aspect of reliability phenomenon.   

 The basic stress-strain relationship shown in  Fig. 2.1 are reflected in problems.  

A simple example involves brittle things like a glass falling on a hard surface. Brittle materials 

are characterized by little or no plastic region and hence have low ultimate stress. When a glass 

falls down, a small force exerted by the ground can be sufficient to break it. Design of bridges 

has to take into account the stress-strain relationship of the structure. Any phenomenon that 

causes the bridge to sway in resonance can result in subjecting it to a large stress.  That is why 

soldiers break steps while walking on the bridge. If they don’t, their marching could match with 

the natural resonance of the bridge, causing it to collapse. The first Tacoma Narrows Bridge 

collapsed because the wind coupled to the natural resonant frequency of the bridge (aeroelastic 

flutter). Design of space shuttles and aeroplanes involve considerable tests on the stress that they 

are subjected to in different conditions. Unusually cold temperatures in the Challenger space 

shuttle caused structural and other failures which resulted in its destruction. Mechanical or civil 

engineers discuss these issues as topics of Fracture Mechanics.  

Lightning is caused when the electric potential between positive and negative charges 

(caused by rain and cold) exceeds a certain value (threshold) resulting in electric discharge. 

Natural disasters like volcanic eruptions, earthquakes, landslides and forest fires occur when a 

certain phenomenon associated with the disaster exceeds its threshold. For example, when 

pressure due to displacement of tectonic plates inside the earth’s crust becomes larger than a 

certain value, it causes volcanoes to erupt. Soil erosion increases the stress on the land chunks 

and landslides occur when the stress exceeds the threshold. And, an increase in temperature and 

decrease in humidity beyond a threshod value leads to of forest fires. Many of these ‘critical-

point’ problems are discussed in Catastrophe theory or ‘sandpile models’ in physics literature.  

The wait time in queues (for example in a store or hospital) depends on the number of 

servicing counters and the statistical distribution of the arrival time of people seeking the service. 

The whole servicing system could break in extreme conditions (like large rush of people or 

insufficient number of counters) unless optimal scheduling algorithms based on queuing theory 

are applied to minimize wait time.  These topics are discussed in Queing theory in computer 

science.  

The issues discussed above all involve extreme non-equilibrium stochastic processes 

terminated by a threshold, therefore, classical reliability theory of electronic devices often rely 

techniques for broad range of unrelated sources.  You will see many examples of such cross-

disciplinary use of models in the subsequent chapters.  
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2.4 Reliability: A Brief History 

Reliability has been an important consideration since time immemorial.  From simple 

tools like cutting instruments to sophisticated designs like bridges, monuments and space 

shuttles, reliability has played a key role in determining the evolution of technology. With time, 

the approaches to predict reliability and design systems have evolved significantly. New methods 

have been proposed which complement (note, not replace) the older methods in the reliability 

analysis of systems. The evolution of reliability can be divided into three phases: 

2.4.1 Empirical reliability (Antiquity to 1900)  

Before the 20th century, reliability of the systems was determined through experiments. 

Systems had to be overdesigned in order to reduce the probability of their failure. Some classic 

examples include 3000 years old pyramids in Egypt, 2000 years old Pont du Gard stone bridge in 

Southern France, 300 years old iron bridge on Savern river and so many other antique 

masterpieces which have been designed so reliably that they still stand after so many years. An 

example which illustrates the trade-off between performance and reliability is the evolution of 

tools from Stone Age to Copper Age. While stone tools had higher performance than copper 

tools, they suffered from poor reliability. Reliability drove the replacement of stone tools with 

copper tools. Similarly, evolution of multi-storied skyscrapers (like Lui Sullivan building in 

Chicago) was brought about by empirical reliability analysis which showed that steel would be a 

more reliable substitute of stone (which was known to cause high stress in tall buildings). 

Inventions like light bulb by Thomas Edison were made possible by trial and error and empirical 

analysis of failure. Many models like the power law model for predicting earthquakes and forest 

fires were based on empirical data. Finally, many medical too complex for predictive modeling 

and quantitative tests, therefore, to this day, many decisions in medical diagnosis (e.g., Apgar 

tests, see Homework Problem 1) rely on statistical assessment of empirical data.  

 

2.4.2 Statistical and system reliability (1900 onwards)  

Reliability analysis and prediction on the basis of experiments proved insufficient and 

time consuming because of the urgency of World War II.  DARPA introduced AGREE 

(Advisory group of reliability of electronic equipment) program which gave rise to the 

development and application of statistical theories for reliability.  Some examples of this include 
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Von-Neumann theory of fault-tolerant computing and Queuing theory of software and computer 

systems. Based on statistical analysis, ATT constructed and trans-Atlantic cable with a 40 year 

lifetime. Internet protocols were developed in this era and their design assumed network 

unreliability at a single element or in the transmission channel, with intelligence located only at 

the end node. The design required the upper layer protocol to ensure some degree of reliability, 

which was modeled using statistical analysis. Another example of the application of statistical 

theory is the development of behavior model, predicting response of large crowds under stress. 

Statistical reliability was an important breakthrough in this field as it provided a framework to 

predict and enhance the reliability of the systems.  

 

2.4.3 Physical reliability (1970 onwards)  

In this phase, physics-based models for systems began to be developed. The models 

provided insight into the working of the system and described the dependence of reliability on 

system parameters. For instance, the theory of fracture has been used extensively in Mechanical 

and Aeronautical engineering. Formal methods to validate the accuracy of the models were 

developed which was aided by advancements in software and computer aided design. The 

analysis framework was formalized to be taught in universities and the field of reliability became 

an important component of engineering courses. Statistical physics-based analysis enabled 

development of models for natural phenomena like Sandpile models for volcanic eruption or 

percolation theory for forest fires. As far as electronic devices are concerned, path-breaking work 

was done at Bell labs in 1940, Fairchild in 1960 and the whole industry followed suit in 1980s 

and 1990s. With advancements in technology, new reliability issues are emerging and the 

industry/research community is working actively to understand and model various effects that 

have an impact on the reliability of systems. 

 

2.5 A Toy Model Compares the Three Approaches to Reliability 

 This approach is based on the physics of individual components and the related 

fundamental physical laws. For instance, individual transistors, interconnects and passive 

components in a computer may be modeled as a function of temperature, electric field etc and 

the models may be used in a statistical distribution to obtain the probability of system failure. As 

an example, if exponential distribution is assumed for the failure rate of a component in the 
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computer, parameter λ may be modeled as a function of voltage, temperature and other design 

parameters. The results obtained from this approach can be validated against empirical 

measurements.  

The advantage of this approach is that it gives an insight into the physics of operation of 

the system and can help in enhancing the reliability of individual components and in turn, of the 

system. The disadvantage is that it may not be possible to obtain physical models for general 

systems. Even for systems for which physical model is possible, more often than not, there are 

some approximations associated. One has to be extremely careful in applying the models and 

ensure that approximations are valid for the system under consideration.  

Let us take an example of a molecular bridge and consider the three approaches 

discussed above for analyzing the reliability of this system. Fig. 2.3 illustrates the different 

approaches. Following the empirical approach, one may observe and record the failure rate of the 

bridge by performing experiments.  Statistical approach assumes that there are N atoms holding 

the bridge. The bridge will break if any one of the bonds between them dissociates. Let p be the 

probability that a bond will not dissociate. Then probability of failure (F) is given by   

 F	 = 	1 − p�										 2.1 

This model predicts that if N is large and p is small, the bridge is more likely to fail. From a 

reliability physics point of view, one can model the dissociation probability (q) as  

 q	 = 	1 − p	 = 	v
	exp	 − E�kT� t���, 2.2 

where v0, EB and tabs are the attempt frequency, energy barrier for dissociation and time 

respectively, k is the Boltzmann constant and T is temperature. Now from (1) and (2)  

 

 F�t� = 	1 − p� 	= 	1	–	�1 − q��		~	q� 	= 	N	v
	exp −E�kT�	t��� 2.3 

  

Thus, we have obtained the probability of failure in terms of physical parameters associated with 

the bridge. 

It may seem that since physical reliability model characterizes the problem in terms of 

physical parameters, this approach is superior to the other two. While physical model is 
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important, since it gives the deepest insight into the nature of the problem, the significance of 

other two approaches – empirical and statistical – cannot be underestimated, as discussed below.  

 

2.6 Illustrative Examples for the Three Approaches to Reliability 

The discussion above gives an indication about the various ways in which reliability 

effects can be modeled. Each method has its own pros and cons and hence, it is best to apply 

them in conjunction with each other and extract the best feature from each. The examples 

discussed in the previous section give an idea about the basic features of each approach. In this 

section, we will discuss each approach more formally. We will also consider some detailed 

examples to appreciate the importance of reliability in everyday life.  

2.6.1 Empirical reliability through ‘Reliability Triangles’  

This approach involves performing experiments and measurements on a population of 

the system under consideration, obtain data and plot the distribution of parameters extracted from 

the experiments. The empirical distribution is then used to obtain the probability of failure of 

future systems.  

Assume we need to know the reliability of a computer system. In the empirical 

approach, a set of computers would be sold and the frequency and cause  of customer returns will 

be recorded in a database. Based on the information, one could predict the expected failure rate 

of the product and determine if a total product recall is necessary.  This data would also be used 

to design future products for enhanced reliability. 

 The advantage of this approach is that it can be used for any general system. Moreover, 

validation of other techniques may involve comparison with the results based on the empirical 

approach. The disadvantages are that it is time consuming, gives an assessment of reliability on 

the basis of previous data and does not capture the changes in product development techniques 

that might have occurred from one product generation to the next. 
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Fig. 2.2     Reliability Triangle used in the empirical Approach 

Fig. 2.2 shows a typical reliability triangle [1] used in the characterization of failures 

following an empirical approach. The reason for failure is classified to be lying between random 

and preordained, and its position in the diagram indicates the degree of randomness. Similarly, 

how the failure occurred is indicated as catastrophic or parametric. The time of failure is also 

recorded in the reliability triangle and classifies the age of the system as infant, midlife or wear-

out. Each failure is categorized on the basis of its position in the reliability triangle. Based on the 

distribution of failures in the triangle, conclusions about the nature of failure can be reached and 

necessary improvements in the product development can be made.   

 

2.6.2 Statistical reliability through Probability Tables  

 This approach analyzes system reliability by assuming a certain statistical distribution 

for the failure rate of each component. For instance, an exponential distribution (exp(-λt), here λ 

is the parameter of the distribution) may be assumed for the failure rate of different components 

of the computer. Based on the connectivity of various components in the system and using the 

rules of probability, overall reliability of the system can be predicted mathematically.  

The advantage of this approach is that it is fast and provides an analytical model. It 

gives an insight into the effect of the reliability of each component on the overall system 
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reliability, which can be useful in making system design choices. Moreover, it captures the effect 

of connectivity of the components on the system reliability. The disadvantage is that it requires a 

reasonably accurate statistical distribution for each component which may not be easy to obtain 

for general systems.  

 

Example 1: A power-plant with a cooling system.  

Consider a system in which an operator operates the cooler. The cooling system will fail 

if the cooler fails or the operator fails to operate the cooler. Hence, if probability of cooler 

working is PC and probability of the operator correctly operating the cooler is PO, then the 

probability that the system will work is Pf = PC*PO. It may be possible to model the former event 

(PC) using the physical approach, but the latter – the behavior of a human being is impossible to 

model physically. In this case, a statistical approach has to be followed. PO can be modeled based 

on the statistical data obtained from the psychology study of human beings, insurance 

companies, etc. Hence, statistical modeling approach can be quite useful, especially in cases 

when physical modeling is impossible or exceedingly difficult. Another related example could be 

that of the statistical studies regarding counter-terrorism in Iraq which revealed a power law in 

size of the attacks. 

Fig. 2.3     Probabilistic approach to reliability prediction 

 

Example 2: Safety of Nuclear Reactor can determined by binary tree 

construction  

Let us consider the probability of failure of a part of the nuclear fission reactor and 

consider that the release of the radioactive radiations is controlled by the coolant, emergency 

core cooling system (ECCS), removal of fission products and the structure of the reactor [2][3], 

as shown in Fig. 2.4. Electric power is supplied to ECCS and other components by the power 

network. Failure i.e. release of radioactive radiations could be caused by (A) coolant loss due to 
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pipe break {��} (B) lack of electric power {PB} (C) failure of ECCS {PC} (D) failure to remove 

fission products {��} and (E) structural failure which results in loss in containment integrity 

{� }. The parameters in curly brackets are the probabilities of failure of each event. In order to 

obtain the overall system failure, one can construct a binary tree as shown in Fig. 2.4. Following 

any branch of the tree to the leaf node, one can get an expression for the associated probability of 

failure, which can be seen in Fig. 2.4. It may be mentioned that in the derivation of these 

expressions, it is assumed that each of the probabilities (PA through PE) is small enough that (1-

PA-E) can be assumed to be close to 1. This assumption is not necessary for the construction of 

the tree and the analysis that one may perform. For instance, without this assumption, the 

probability of failure associated with the second branch (from top) of the tree in Fig. 2.4 would 

be �� ∗ �1 − �"� ∗ �1 − �#$� ∗ �1 − ��$� ∗ � $. With this assumption, the expression can be 

simplified to �� ∗ � $. The numeral in the subscript indicates the conditional probability 

associated with the event with respect to that branch of the tree. For instance, � $ represents the 

probability of failure of event E (containment integrity) subject to the condition that events B, C 

and D succeed. It may be observed that the size of the tree grows with the number of 

components. However, some simplifications are possible which can reduce the tree size and in 

turn, the computational complexity. For instance, an observation can be made that once B (power 

network) fails, no other component following it will be able to function. Hence the lower half of 

the tree can be collapsed into one branch, as shown in Fig. 2.4. After obtaining the probabilities 

associated with each branch of the reduced tree, the events can be classified as per the amount of 

release of radioactive radiations and a distribution can be plotted.   

 

 

Fig. 2.4   Binary Tree for Statistical Analysis of Nuclear Fission Reactor 
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Example 3:  Error correction codes are based on statistical reliability 

Another example which shows the importance of statistical reliability is the application 

of error correction codes in the transmission of data through a noisy channel. Instead of 

understanding the physics of the cause of errors in the transmitted data and trying to preclude 

them, we simply allow the errors to occur and then correct them at the receiver. Scratches on the 

CD (compact disc) are fixed following this principle. To enable error correction, one uses error 

correction codes (ECC) and sends them along with the data. Theory and application of ECC is 

based on statistical analysis of the correction code and noise in the channel. The simplest 

example of a single bit error detecting code is the parity code. An extra bit is added to the 

message/data to be transmitted such that the total number of ‘1’s in the binary data plus the code 

is always even (or odd). For example for even parity code, if the message has odd number of ‘1’s 

(e.g. 111011) then the parity bit would be ‘1’. If the message has even number of ‘1’s (e.g. 

110011) then the parity bit would be ‘0’. (For odd parity code, the parity bit would be ‘0’ and ‘1’ 

respectively for the two cases considered above). At the receiver, the number of ‘1’s in the 

message received is counted and if they are not even for an even parity code (or odd for an odd 

parity code), a single bit error is detected.  A common example of an error correction code is 

Hamming code which has the capability of detecting and correcting a single bit error. Different 

kinds of ECC are characterized and compared based on the statistical analysis.  

 

2.7 Experience, behavioral, psychological factors affect model choice 

The relative merits of three approaches to reliability discussed in this chapter, depends 

on the perspective/abstraction of the on reliability problem one is interested in. System  designers 

can have a different view of reliability than circuit/device engineers. For example, the director of 

Bell’s labs in 1960s, Jack Morton, considered reliability of different transistors as being 

uncorrelated and concluded, based on the statistical reliability model,  that larger the number of 

components in a system, more likely it is to fail. On the other hand, Noyce and Moore of 

Fairchild considered physical reliability issues of MOSFETs as correlated and predictable effects 

and suggested the possibility of error-free detection. In this case, the more aggressive physical 

reliability models proved superior to the overly conservative statistical reliability model.   
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An additional consideration for the choice of a model involves the 

behavioral/psychological/social/political aspect of reliability. For example, due to the human 

perception of risk, reliability of an airplane is much more critical than that of a car.. In spite of 

hundreds of car accidents, people do not stop buying and driving cars. On the other hand, even 

an order of magnitude less number of airplane crashes could cause the people to avoid flying 

altogether.  

Intel’s Pentium III experience demonstrates an important example of psychological 

reliability. The system had a bug in the floating point unit of the microprocessor that would 

rarely affect any operation., and yet,  Intel was forced recall its product since there was a 

plummeting drop in sales.  Nobody wanted to buy a product with known defect, period. Hence, 

reliability not only depends on the empirical, statistical and physical aspects of the system, but 

the psychological/behavioral facet of the problem also could have a significant impact on the 

system design.   You forget this important at your own peril.  

2.8 Conclusion 

In this lecture, we discussed the properties of a general reliability problem and observed 

from various everyday life examples that reliability problem is a non-equilibrium stochastic 

problem terminated by a threshold. We discussed the historical development of this field and 

discussed three phases based on the type of models used – empirical, statistical and physical. We 

considered examples of reliability issues in each phase. Then, we discussed various approaches 

used to model reliability of systems – empirical, statistical and physical and observed, through 

examples, that each one has its own importance and drawbacks. In the next lecture, we will 

discuss a concrete example - ‘Blind fish in a river’ - to understand the analytical approach of 

different methods (discussed above) for modeling reliability.   
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REVIEW QUESTIONS 

Q. Define three approaches to Reliability Physics? Can you give one example from 

personal experience that will fall under the respective groups?   

A:  The three approaches to Reliability Physics are:  (1) Empirical (2) Statistical and (3) 

Physical. When one buys things like electronic commodities or cars, the choice is based on the 

one’s or other’s experience. From reliability point of view, this is an example of empirical 

reliability. Several card games rely on the probabilities of a particular card/group of cards being 

there with the opponent team and the strategy is decided on the basis of that. This is an example 

of statistical reliability, if failure is defined as the loss of a hand in the card game. Weather 

forecast is based on the data from previous days and the physical models of the behavior of the 

weather. If one can make an analogy of the rainy weather with the failure (for example, in case 

one has the plan to go for an outing), then weather prediction and decisions based on that (e.g. 

make or cancel the trip) falls under physical reliability.  

Q. Reliability became a big issue after WWII. Give three examples that motivated the 

change.  

A.  (1) During WWII, almost half of the equipments became unserviceable.  (2) Mean 

time to failure for bombers was very less (about 20 hours) (3) Communication protocols and 

systems were not reliable during WWII which motivated the need for considering system 

reliability as a serious issue.  

Q. Explain how political/social considerations might help define the threshold or 

acceptable risk levels for reliability.  

A: A good example of this is the comparison of car and airplane accidents. Even if there 

are several car accidents, the sale of cars will not go down. However, even if with an order of 

magnitude less airplane accidents, people will start avoiding travelling by aeroplane. Thus the 
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reliability of aeroplanes is much more important than that of cars. This is governed, to a large 

extent, by social and psychological factors. 

Q. What does it mean that Reliability is an extreme  non-equilibrium problem? Why is 

device physics that you learn in EE606 and EE612 is not so ‘extreme’ non-equilibrium problem? 

A: “Reliability is an extreme non-equilibrium problem” implies that the issues about 

system reliability and failure become important because the system moves away from its 

equilibrium point and goes beyond the elastic limit of the system, so it never returns to its 

equilibrium point and ultimately fails. Device physics in EE606 or EE612 are not so extreme 

non-equilibrium problems because once the voltage bias on the device is removed, the device 

returns to its equilibrium position i.e. the device is still within its elastic limit.      


